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Systems and methods are disclosed for reliably detecting
gunfire in enclosed spaces having significant acoustic rever-
beration. Implementations are configured to quickly and reli-
ably report the room or portion of a room where gunfire is
located. Innovations herein may ensure low false alarm rate
by thresholding, pattern recognition and/or detecting the
muzzle optical flash. In some embodiments, a review center
with trained personnel may evaluate the incident before
reporting to local authorities. The indoor system can be incor-
porated into an outdoor gunshot location system to better
protect a local area such as a campus or a transportation hub.
Systems and methods herein may involve features and func-
tionality associated with additional resources, such as inter-
coms, cellphones, and access control, to provide mitigation of
harm in case of a shooting.
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1
SYSTEMS AND METHODS ASSOCIATED
WITH DETECTION OF INDOOR GUNFIRE

CROSS-REFERENCE TO RELATED
APPLICATION INFORMATION

This application claims benefit of/priority to U.S. provi-
sional patent application No. 61/806,920, filed Mar. 31, 2013,
which is incorporated herein by reference in entirety.

BACKGROUND

1. Field

Aspects of the present innovations pertain to the detection
of'indoor gunfire, including features relating to indoor and/or
combined indoor and outdoor gunshot detection/location sys-
tems, and implementations herein may also involve features
associated with the rapid dissemination of this information to
at-risk persons, law enforcement, and/or alert facilities.

2. Description of Related Information

Existing systems for the detection of outdoor gunfire (e.g.,
ShotSpotter Gunshot Location Systems) have been utilized to
the great benefit of law enforcement and the citizens they
protect. The ShotSpotter systems enable police to respond
quickly to the exact shooting location with foreknowledge of
the number of shots and their sounds. This capability is a great
improvement over merely using 911 calls, which typically
report under 25% of the actual gunfire in a community, and
then often the location is given only within a couple ofblocks.

OVERVIEW OF SOME ASPECTS

One or more aspects of the present innovations may aug-
ment present outdoor urban gunshot location systems which
provide near real-time notification of outdoor gunfire loca-
tions, the severity of the incident, and a searchable record of
prior gunshot activity.

Advantages of some embodiments herein involve detect-
ing indoor gunfire while achieving a high probability of
detection and a low probability of false alarms. Implementa-
tions herein may be used in campuses, in transportation hubs
such as airports, train or subway stations, and in other public
or private gathering places.

Indoor gunshot detection systems consistent with the inno-
vations herein may be implemented using sensors placed in
rooms or corridors, and connected to a network which allows
many rooms, for example in a school campus, to be reported
to a central computer. Upon a shooting incident, the system
may pass the data to humans in a review center who may issue
alerts to first responders and to at-risk persons nearby. Advan-
tages may include reducing the harm during an attack. Fur-
ther, implementations herein may be configured with adjust-
ability features to report only extremely loud acoustic events
and not normal human voices in a classroom, for example.

According to illustrative embodiments, a standard outdoor
gunshot location system using widely spaced sensors placed
on buildings or utility poles may be augmented with special
indoor sensors mounted on a room wall or ceiling. These
indoor sensors may detect and, in some implementations,
classify gunfire or fireworks in small or large rooms. The loud
and abruptly-rising acoustic impulse of an indoor explosion
(e.g., with strengths greater than 120 dB SPL) may easily be
distinguishable from normal activities. As a guard against
false alarms, some implementations may add an IR sensor to
detect the muzzle optical flash in addition to the muzzle
acoustic blast. An IR sensor may also permit the distance to
the shot to be calculated and may aid in classification.
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2

Depending on circumstances, implementations configured
with, or to process signals from, either IR detectors alone or
acoustic detector alone may be sufficient to reliably report
gunfire.

Although an indoor gunshot may not be heard outdoors in
some cases, if it is, then the outdoor system and the indoor
sensors may together give a better location than either alone.
The indoor sensors, using connectivity methods such as radio
or wired connections, may be configured to communicate to
a nearby outdoor sensor and so be interconnected with an
overall system.

According to some implementations, the indoor system
(just as in some outdoor systems) may have a trained human
in-the-loop to assist the computer algorithms in qualifying an
incident before issuing an alert. Here, for example, a single
indoor shot of sufficient strength may produce a putative
event in a particular room, and the impulse characteristics
plus a few seconds of sound can be sent to a dedicated review
center where the event is determined to be a threat (or not) by
the reviewers. The reviewer(s) may look at waveform ampli-
tudes and shapes and also listen for any room occupant reac-
tions (words or screams) to assist in the evaluation. An event
which sounds and looks like gunfire with audible screams
may be handled differently from an event which has a loud
clap followed by laughter.

Systems and methods herein may also involve different
implementations of alerting between a traditional outdoor
gunshot location system and an indoor or campus-wide sys-
tem such as that the latter may have, in addition to notification
of responding officers, additional features of notifying at-risk
persons (e.g., staft, students, public) during the incident and
coordinating their subsequent actions with first responders to
minimize harm. Mitigation of harm in case of a campus
shooting is of paramount concern. Additional resources may
be coordinated with the gunfire detection system to mitigate
harm, such as communicating with cellphones, intercoms,
and access control systems.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram of exemplary gunfire detection in a
single room consistent with one or more aspects related to the
innovations herein.

FIG. 2 is a diagram of an illustrative indoor sensor with
acoustic and IR detectors consistent with one or more aspects
related to the innovations herein.

FIG. 3 illustrates exemplary acoustic reverberation of a
pistol shot in a small classroom consistent with one or more
aspects related to the innovations herein.

FIG. 4 illustrates exemplary IR and Acoustic onset wave-
forms consistent with one or more aspects related to the
innovations herein.

FIG. 5is a diagram of an illustrative Indoor Gunfire System
including features of Environment, Threats, Detection, and
Alerts consistent with one or more aspects related to the
innovations herein.

FIG. 6 is a diagram of illustrative Threat Detector and Alert
Sub-systems consistent with one or more aspects related to
the innovations herein.

FIG. 7 is a diagram of illustrative Gunfire System Commu-
nications features consistent with one or more aspects related
to the innovations herein.

FIG. 8 is a diagram showing an illustrative scenario of
usage on a campus consistent with one or more aspects related
to the innovations herein.

DETAILED DESCRIPTION

Reference will now be made in detail to the inventions
herein, examples of which are illustrated in the accompany-
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ing drawings. The implementations set forth in the following
description do not represent all implementations consistent
with the present inventions. Instead, they are merely some
examples consistent with certain aspects related to the present
innovations. Wherever possible, the same reference numbers
will be used throughout the drawings to refer to the same or
like parts.

Systems and methods of indoor gunshot detection, or of
combined indoor-outdoor gunshot location, consistent with
aspects of the innovations herein may involve various differ-
ences and/or distinctions from existing outdoor-only systems.
For example, features of alerting a crowded campus may
involve not only notification to first responders, but also com-
munication with affected local personnel. In an outdoor sys-
tem, the large distances to cover and the presence of buildings
which distort the acoustic paths by blockage, echoing, and
refraction may cause systems to require more than 4 respond-
ing sensors to obtain good locations with reliable coverage.
An indoor sensor may be so close to a shot that the shot will
be readily detectable and the burden may shift to avoiding
false alarms from normal or spoofing sounds. “Strong”
impulsive strengths from gunfire—pistols to rifles—range in
amplitude from about 120 to about 160 dB SPL. According to
certain implementations herein, impulsive events smaller
than this can be ignored.

Various implementation may also utilize two separate
audio channels: a highly attenuated channel configured to
detect very loud sounds, and a more sensitive acoustic chan-
nel that may be configured to record and report sounds of any
human response.

Further, some implementations may process the acoustic
reverberation of gunfire in a room to determine that a particu-
lar impulse had reverberation times consistent with the
known room volume and acoustic treatment on the interior. In
other implementations, an impulsive sound can be produced
near sensor installation so that a record of the waveform can
be kept and utilized to check against an actual event. Also,
impulses from several locations in a room can be taken and an
approximate room location may be inferred by pattern match-
ing when a real event takes place.

FIG. 1 is a diagram of exemplary gunfire detection in a
single room consistent with one or more aspects related to the
innovations herein. According to implementations herein, an
indoor sensor on the room periphery (wall or ceiling) is uti-
lized to detect the direct optical and acoustic waves from the
gunshot. The optical waves, strongest in the IR region, will
arrive before the acoustic waves, and the measured difference
in arrival times may be processed to provide the distance from
the gunfire to the sensor. Further, reflection of the acoustic
waves (referred to as reverberant waves in FIG. 1) bouncing in
three dimensions will extend the acoustic response time, and
implementations herein may process such adjusted charac-
teristics as set forth below.

FIG. 1 is a diagram of an indoor sensor 110 on the wall of
a classroom 105 showing direct 140 and reflected 150 waves
from a gunshot 120. The indoor sensor 110 may be disposed
on the room periphery (e.g., wall or ceiling), for example, and
may detect the direct 140 and reflected 150 optical and acous-
tic waves from the gunshot. The direct and reflected waves
may arrive substantially instantaneously at the optical IR
sensor, while the direct acoustic wave may arrive later with
the reflected acoustic waves decaying over a fraction of a
second.

FIG. 2 is a diagram of an illustrative indoor sensor with
acoustic and IR detectors consistent with one or more aspects
related to the innovations herein. FIG. 2 shows two sensor
types 230 and 235 and two amplifiers 240 and 245 receiving
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the waves 224 and 226 from a gunshot 220. The signatures
may be sent to a local processor 260 to be digitized and sent
off to the system via a communications link 270. Assuming
that the microphone and IR detector are co-located, the dif-
ference in time between their onsets is processed via innova-
tions herein to yield the distance from the shooter to the
sensor.

For example, the difference in arrival times between the IR
and acoustic impulses, as processed at 260, may be utilized to
provide the range to the weapon assuming the sensors are
co-located. Furthermore, systems and methods herein may
utilize a knowledge of the range to determine the absolute
strength of the weapon and hence an appropriate processing
threshold level to accept or reject the impulse as a gunfire
candidate.

FIG. 3 illustrates exemplary acoustic reverberation of a
pistol shot in a small classroom consistent with one or more
aspects related to the innovations herein. FIG. 3 shows the
measured acoustic decay of a pistol shot in a small classroom.
The example classroom has a size of 20x40x10 feet, with the
reverberation fall-off in time 0f 0.7 s being dependent on the
room size and the wall absorption. Here, the indicated rever-
beration time of RT, of 0.7 s is to a value 60 dB below the
peak. On this scale such a small value may not be discernible.
The standard architectural Sabine time to decay to 60 dB
below the peak can be used, or, since the actual rooms could
have noisy students present, a modified Sabine decay to 20 or
30 dB may also be utilized, which may be easier to measure in
the presence of moderate noise. The standard Sabine equation
for Reverberation Time (RT) decaying to 60 dB below peak
is:

41n10° v 01611 LV
Sa ™S

Teo =

... and for 30 or 20 dB decay, the values are

RT;0=4 In 103 ¥/(c S 2)=0.0806 V/Sa

RT=4 In 10 ¥/(c S 2)=0.0537 V/Sa

Here c is speed of sound 343 m/s, V is room volume in m"3,
S=surface area in m"2, and a is the acoustic attenuation coef-
ficient.

The measured RT, of 0.7 sec in FIG. 3 is consistent with
the size of the room and typical acoustic attenuation coeffi-
cients corresponding, e.g., to classrooms.

One measure that may be utilized by systems and methods
herein to better discriminate acoustically between gunfire and
other sounds in confined spaces is to determine the frequency
of'the impulse—such as by using a median frequency which
is the frequency where the spectral power is half above and
half'below the median. Another measure that may be utilized
is the slope of the decay for those cases where the impulse is
saturated (as in FIG. 4) and it is hard to estimate the peak to
decay ratio values. An additional measure that may be utilized
herein is the onset time, which may be compared against the
known abrupt onset of true gunfire. Measured onsets that are
distinct from the known onsets may be discarded and/or oth-
erwise processed or utilized in the innovations herein. Fur-
ther, as indicated elsewhere herein, the absolute value of the
peak impulse signature will need to surpass a threshold, e.g.,
corresponding to about 120 dB SPL re 1 m.

In some implementations, in order to reduce the likelihood
of a false alarm, especially in the presence of deliberate
spoofing, an additional detection modality can be used. For
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example, an infrared (IR) sensor may be added to detect a
muzzle flash. The IR arrival time is sooner than the first
acoustic arrival, and the difference in arrival times dt is pro-
portional to the range from the source to the sensor. Quanti-
tatively, the range is c*dt, where the speed of sound ¢ is about
343 m/s or 1100 fi/s.

FIG. 4 illustrates exemplary IR and Acoustic onset wave-
forms consistent with one or more aspects related to the
innovations herein. FIG. 4 presents data from both a micro-
phone and an IR detector. The top waveform is the response to
a muzzle blast, which occurs 14 ms after the optical IR flash,
shown beneath. Both instruments were co-located, 16 feet
away from a rifle shot. The top waveform is the acoustic
response to a muzzle blast, which occurs 14 ms after the
optical IR flash. The bottom waveform is the response of an
(IR) photo diode measuring the muzzle flash. Both instru-
ments were co-located 16 feet away from a rifle shot. The
difference in time between the flash and the muzzle onsets
gives the distance from the sensor to the shot. The presence of
both responses within a mathematically plausible time may
provide an effective guard against a spurious event, and the
processing of the ratio of amplitudes via implementations
herein may allow event type classification. For example, a
firecracker may display a stronger IR impulse than arifleor a
pistol. Rifles with flash suppressors may have reduced IR
output. Both the shapes and the amplitudes of the two types of
impulses and their ratios may be processed by implementa-
tions herein to assist in classification. A library of weapon
types or firecracker types (or other potential spoofing mecha-
nisms) may be obtained and utilized in practice.

Implementations herein may be configured to process the
IR impulse, having an abrupt rise and a short duration, so as to
determine the muzzle flash time to under 1 ms. Here, for
example, the acoustic onset may be determined to within 1
ms, so the error in the derived range may be under a foot.
Further, implementations using two or three sensors may
allow accurate determination of the gunfire location in two or
three dimensions.

In further implementations, various rooms already having
two-way intercoms may be utilized as part of the gunshot
detection system. For a room having a speaker connected to a
central site at a school, systems and methods herein may
utilize the speaker as a microphone in the reverse direction.

Some intermediate regions between indoor and outdoor
spaces, for example an entrance foyer to a building, may
include acoustic intercoms to screen persons desiring entry.
These spaces may be subject to gunfire, and a sensor may be
placed in these spaces. The sensor may be independent of the
intercom or incorporated into the intercom. Such foyer pro-
tection sensors may be part of a traditional outdoor system
and may add to the ability of that system to locate gunfire in
the neighborhood, or foyer protection sensors may be stan-
dalone sensors for specific sites only.

Systems and sensors herein may also have a built-in annun-
ciation capability, including features such speakers or other
sources of sound and/or light to alert nearby persons and even
distract a shooter in some implementations.

Additionally, sensors may be configured to receive infor-
mation such as voice messages or other specified phrases
from local officials or from the remote Human Reviewers to
bebroadcast in the incident and nearby rooms. In some imple-
mentations, here, a voice chip may be integrated into the
sensor, to broadcast phrases to facilitate lockdown or evacu-
ation. For example, once the incident has been verified, a
message may be broadcast from and/or pushed to the sensors
in every room except the shooter’s room that triggers a voice
recording which may include evacuation instructions that
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said something like “warning, a shooting has happened in
room ABC. Please proceed with caution to XYZ.” Or alter-
natively “please undertake evacuation procedures avoiding
room ABC.” The location (blank) part of the phrase could be
pushed down, as well, based on the reviewer speaking the
correct thing and sending the recording to one or more sen-
sors. Implementations may also utilize flash or EPROM that
store the audio sound snippets, which may be customized
before install, for each room in a facility. Such sensors with a
voice message “push” provide first-responders with poten-
tially valuable information about evacuation that would
supersede standard procedures that would only be knowable
on a case-by case basis as a result of knowing the exact
location of the shooter.

In other implementations, data from the sensors may be
utilized to facilitate real-time situational awareness. These
implementations may include configuration of sensors and
performing processing involving mobile phone and back end
cloud interactions.

In certain illustrative mobile phone implementations, the
sensors may include a Bluetooth circuit that can turn on after
a shooting. This configuration allows various features, such
as the following.

Mobile phone users may be able to download an alert
application (app) associated with the system. For example,
teachers and whoever else who have downloaded such asso-
ciated alert app previously would then open the application.
Via the application, users may get information such as real-
time evacuation data sent to them.

The phones or mobile devices, via the activated app, may
be able to communicate with each sensor over Bluetooth to
facilitate potentially better pinpointing of people within the
building. Users may also be able to text messages back to
various IRC, law enforcement or other entities involved. Such
messages may include the provision of various gunfire and
location information as well as other tactical details. Further,
via provision of GUI functionality such as simple questions
on the screen (e.g., “how many people are in the room with
you?”) innovations herein may provide invaluable data to first
responders.

Additionally, push notifications may be sent to phones that
have subscribed to alerts and/or been authenticated. As such,
off-campus personnel could be warned not to approach the
school—akin to a private amber alert.

The app may present a map with an evacuation route, such
as one pushed in real-time by police in communication with
the IRC based on the situational awareness provided via the
system and methods herein.

Further implementations may include adding circuitry to
the sensor that could pick up cellular signals and capture the
signal at the sensor via a very short range antenna. Here,
systems and methods may sample such cellular signals to
record and forward the samples. This functionality may, for
example, be turned on whenever the system is on alert due to
a gunshot. Such functionality may be used to automatically
sample all cell phone signals in the room where the shot was
fired. Among other things, these recorded signals may then be
sent to a processing component or entity, enabling the police
to take action such as properly obtaining a warrant. Samples
may also be sent to the cell carrier to facilitate identification of
people in the room with cell phones. Then, through various
processing (known phone data, process of elimination, etc)—
and assuming the shooter brought their phone—anyone not
supposed to be on campus may be determined to be a possible
shooter.

FIG. 5is a diagram of an illustrative Indoor Gunfire System
including features of Environment, Threats, Detection, and
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Alerts consistent with one or more aspects related to the
innovations herein. FIG. 5 is a diagram of one exemplary
system illustrating the environment, threats and spoofs,
detection, the review center, and the alerts. The normal back-
ground Environment 510 may present the system with vari-
able inputs which will not cause an alert. The Initial Threats
520 and the Evolving threats 530 yield signatures that may be
recognized by the algorithms in the Threat Detector 550. As
the shooter moves in a room, the movement may be recog-
nized by the changing relative onset times. As the shooter
moves from room to room, different room sensors may
respond. All of this information may be passed as ‘potential
events’ to the Human Reviewers 560. If a Camera 535 is
present and catches a changing image, that image may be
passed to the reviewers. Spoofing 540 and Disabling 545
attempts may occur, and systems and methods herein may be
configured to handle them accurately. The reviewers may be
trained with many practice sessions to recognize both simu-
lated threats and spoofs. In certain cases a bypass 565 could
allow the computer detector to issue an alert directly, as when
communications to the review center are lost, or during an
ongoing incident if, for example, a quick movement between
rooms should be communicated rapidly.

FIG. 6 is a diagram of illustrative Threat Detector and Alert
Sub-systems consistent with one or more aspects related to
the innovations herein. FIG. 6 contains an elaboration of
illustrative Threat Detector Algorithms 605 and the Human
Reviewer 645 actions. The Acoustic 610 and IR 620 Signa-
tures may be continuously received but not acted upon unless
large impulses are received. If an acoustic impulse exceeds a
threshold of approximately 120 dB, for example, then it may
be inspected for a decay time to match that expected for the
volume and absorption of the room. At 620, if an IR impulse
is compatible with the expected shape for a weapon, then it
may be considered as a potential confirmation to an accom-
panying acoustic impulse. In some implementations, a com-
parison 630 may be made between the acoustic and IR
impulse onset times which must be equal to or less than the
expected transit time of sound across the room. Additionally,
e.g. in an effort to classify the potential threat as to a type of
weapon or firecracker present, the relative strengths may be
measured to see if they match a pattern for a known source. If
so, that information may be conveyed to the reviewers along
with a snippet of sound for them to evaluate. The reviewers
may listen to the sounds after the putative gunfire to deter-
mine any occupant verbal reaction. From an evaluation of all
of the evidence, the reviewers may issue an alert to local law
enforcement and execute any previously determined notifi-
cations or other actions.

FIG. 7 is a diagram of illustrative Gunfire System Commu-
nications features consistent with one or more aspects related
to the innovations herein. FIG. 7 shows the gunfire system
communications links between the Indoor 725 and Outdoor
712 sensors of a Campus 710, the System computer 740, and
the Review Center 750. Not shown explicitly are any notifi-
cations to auxiliary units such as the cell phones of staff or for
remote command of access controls, though such processing
may be performed via the one or more processing compo-
nents inherent/described in the present disclosure. The indoor
sensors may have short range communications to the outdoor
sensors which in turn may be connected to the system com-
puter by long range communications. The short range com-
munications may be via wire, WiFi or Zygbee, for example.
The long range communications may be via radio or cellular
mechanisms, for example.

FIG. 8 is a diagram showing an illustrative scenario of
usage on a campus consistent with one or more aspects related
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to the innovations herein. According to systems and methods
herein, many rooms will have indoors sensors, and, in some
implementations, additional outdoor sensors may be utilized
to cover the area of the whole campus and surroundings.
Referring to FIG. 8, the diagram illustrates graphical infor-
mation provided, such as the output of a mobile computer
screen in use by first responders. The dot sequence, 810A,
8108, 810C (with numbers inside) gives the locations of a
sequence of shootings and on the right side a timeline indi-
cates the number of shots at each of these locations. Each
campus may have its own pre-determined notification plan,
which could include calling staff’s cell phones to inquire if
staff members have heard any shootings and if they need
assistance. The grayed dots 820 indicate positions of sub-
scribed cellphones of teachers or administrators in their
respective rooms who have reported they are okay. The cross-
hatched dots 830 represent cellphones not responding, which
may indicate locations of potential victims.

As disclosed herein, implementations and features of the
invention may be implemented through computer-hardware,
software and/or firmware. For example, the systems and
methods disclosed herein may be embodied in various forms
including, for example, a data processor, such as a computer
that also includes a database, digital electronic circuitry, firm-
ware, software, or in combinations of them. Further, while
some of the disclosed implementations describe source code
editing components such as software, systems and methods
consistent with the present invention may be implemented
with any combination of hardware, software and/or firmware.
Moreover, the above-noted features and other aspects and
principles of the present invention may be implemented in
various environments. Such environments and related appli-
cations may be specially constructed for performing the vari-
ous processes and operations according to the invention or
they may include a general-purpose computer or computing
platform selectively activated or reconfigured by code to pro-
vide the necessary functionality. The processes disclosed
herein are not inherently related to any particular computer,
network, architecture, environment, or other apparatus, and
may be implemented by a suitable combination of hardware,
software, and/or firmware. For example, various general-pur-
pose machines may be used with programs written in accor-
dance with teachings of the invention, or it may be more
convenient to construct a specialized apparatus or system to
perform the required methods and techniques.

The systems and methods disclosed herein may be imple-
mented as a computer program product, i.e., a computer pro-
gram tangibly embodied in an information carrier, e.g., in a
machine readable storage medium or element or in a propa-
gated signal, for execution by, or to control the operation of,
data processing apparatus, e.g., a programmable processor, a
computer, or multiple computers. A computer program can be
written in any form of programming language, including
compiled or interpreted languages, and it can be deployed in
any form, including as a stand-alone program or as a module,
component, subroutine, or other unit suitable for use in a
computing environment. A computer program can be
deployed to be executed on one computer or on multiple
computers at one site or distributed across multiple sites and
interconnected by a communication network.

It is to be understood that the foregoing description is
intended to illustrate and not to limit the scope of the inven-
tions herein. Other implementations are within the scope of
the present inventions.
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The invention claimed is:

1. An indoor gunshot detection system comprising:

indoor sensors arranged to detect gunfire in a series of

enclosed spaces having significant acoustic reverbera-

tion;

wherein the sensors are constructed with microphones
designed to detect high amplitude impulses between
about 120 dB to about 160 dB from nearby gunfire;

one or more processing components and/or non-transi-
tory computer readable media configured to process
potential gunshot data utilizing knowledge of particu-
lar sensor positions and designed to:
analyze impulses received by the indoor sensors
determine if the received impulses are gunfire, and
pass alerts to at least one of local authorities, persons

at risk, or a central alert facility; and
at least one networking component constructed and
arranged to transmit communications between the
indoor acoustic sensors, the one or more processing
components and/or computer readable media, and com-
puting devices that receive the alerts;
wherein one or more of the sensors further include an IR
detector to measure an optical flash of gunfire;

wherein the one or more processing components and/or
computer readable media is or are configured to com-
pare shape or amplitude of the acoustic and IR impulses
with known weapon or firework characteristics, such
that classification of the impulses as a known weapon or
firework can be made.

2. The system of claim 1, wherein a threshold of acoustic
impulse magnitude is reached before an alert is passed, in
order to discard impulsive events too weak to be gunfire.

3. The system of claim 1, wherein the one or more process-
ing components and/or computer readable media are config-
ured for processing an unknown impulse to determine
whether or not the unknown impulse has a characteristic
compatible with gunfire.

4. The system of claim 3, wherein the processing involves
one or more of decay times and/or shapes corresponding to
expected theoretical decay times and/or shapes which depend
on a known size and acoustic treatment of the room.

5. The system of claim 3, wherein, when an entire decay
curve cannot be processed due to saturation of the signal, a
slope of the decay can be used instead of the decay time.

6. The system of claim 1, wherein the sensors include
cameras that capture picture or video data, and wherein one or
more pictures or videos, recorded by a camera starting at an
instant of concern triggered by an impulsive sound, are trans-
mitted to a central alert facility.

7. The system of claim 6, wherein the central alert facility
performs additional processing.

8. The system of claim 7, wherein the additional processing
comprises human review of the one or more pictures or vid-
€os.

9. The system of claim 1, wherein measured transit times of
impulses detected from the IR detectors and the microphones
are compared against expected transit times across the room
to confirm whether or not detected impulses match actual
gunfire behavior.

10. The system of claim 1, wherein the one or more pro-
cessing components and/or computer readable media are fur-
ther configured to process data collected from outdoor acous-
tic sensors disposed in areas adjacent to the series of enclosed
spaces, such that shooting incidents transitioning between
indoor areas and outdoor areas are detected.
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11. The system of claim 1, wherein differences in arrival
times between the IR and acoustic impulses are compared
against expected travel time across the room.

12. The system of claim 1, wherein differences in arrival
times between the IR and acoustic impulses are used to:

determine distance between the sensor and potential gun-

fire incidents.

13. The system of claim 1, wherein differences in arrival
times between the IR and acoustic impulses are compared
against expected travel time across the room to discard poten-
tial incidents corresponding to distances greater than the
room size.

14. The system of claim 1, wherein abruptness of onset of
the impulses is used to discard non gunshot events.

15. The system of claim 1, wherein the system is config-
ured to inspect the acoustic impulse for a decay time to match
decay times expected for volume and absorption of the room.

16. The system of claim 1, wherein the system is config-
ured to determine if an IR impulse waveform is compatible
with an expected shape for a weapon and, if so, process data
regarding potential confirmation to an accompanying acous-
tic impulse.

17. The system of claim 1, wherein the system is config-
ured to utilize a knowledge of sensor-to-impulse range to
determine an absolute strength of a potential weapon fire
incident and processing the absolute strength against a thresh-
old level to accept or reject the impulse as a gunfire candidate.

18. An indoor gunshot detection system comprising:

indoor sensors arranged to detect gunfire in a series of

enclosed spaces having significant acoustic reverbera-

tion;

wherein the sensors are constructed with microphones
designed to detect high amplitude impulses between
about 120 dB to about 160 dB from nearby gunfire;

one or more processing components and/or non-transi-
tory computer readable media configured to process
potential gunshot data utilizing knowledge of particu-
lar sensor positions and designed to:
analyze impulses received by the indoor sensors
determine if the received impulses are gunfire, and
pass alerts to at least one of local authorities, persons

at risk, or a central alert facility; and

at least one networking component constructed and

arranged to transmit communications between the
indoor acoustic sensors, the one or more processing
components and/or computer readable media, and com-
puting devices that receive the alerts;

wherein a room sensor uses two acoustic channels includ-

ing a low gain channel and a high gain channel.

19. The system of claim 18, wherein the passing alerts
comprises transmitting data to human reviewers of the data
via the communication network, and wherein the data sent to
the human reviewers comprise recorded impulsive sounds
from the enclosed spaces and/or information defining a visual
presentation of the acoustic waveforms.

20. The system of claim 19, wherein sound data sent to the
human reviewers comprise any distressed occupant sounds
within the enclosed spaces where the putative event occurs.

21. The system of claim 18, wherein one or more of the
sensors further include an IR detector to measure an optical
flash of gunfire.

22. The system of claim 18, wherein the low gain channel
records gunfire with little saturation, which is provided to the
one or more processing components and/or computer read-
able media for automated analysis and triggering, and the
high gain channel records human responses to the gunfire,
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which the system provides to human reviewers for analysis
and verification of automatically triggered alerts.

23. The system of claim 18, wherein a threshold on the
acoustic impulse magnitude is reached before an alert is
passed, in order to discard impulsive events too weak to be
gunfire.

24. The system of claim 18, wherein the passing alerts
comprises transmitting data to human reviewers of the data
via the communication network, and wherein the data sent to
the human reviewers comprise recorded impulsive sounds
from the enclosed spaces and/or information defining a visual
presentation of the acoustic waveforms.

25. The system of claim 24, wherein the sound data sent to
the human reviewers comprise any distressed occupant
sounds within the enclosed spaces where the putative event
occurs.

26. The system of claim 18, wherein the one or more
processing components and/or computer readable media is or
are configured for processing an unknown impulse to deter-
mine whether or not the unknown impulse has a characteristic
compatible with gunfire.

27. The system of claim 26, wherein the processing
involves one or more of decay times and/or shapes corre-
sponding to expected theoretical decay times and/or shapes
which depend on a known size and acoustic treatment of the
room.

28. The system of claim 26, wherein, when an entire decay
curve cannot be processed due to saturation of the signal, a
slope of the decay can be used instead of the decay time.

29. The system of claim 18, wherein the sensors include
cameras that capture picture or video data, and wherein one or
more pictures or videos, recorded by a camera starting at an
instant of concern triggered by an impulsive sound, are trans-
mitted to a central alert facility.

30. The system of claim 29, wherein the central alert facil-
ity performs additional processing.

31. The system of claim 30, wherein the additional pro-
cessing comprises human review of the one or more pictures
or videos.

32.The system of claim 18, wherein measured transit times
of impulses detected from the microphones are compared
against expected transit times across the room to confirm
whether or not detected impulses match actual gunfire behav-
ior.

33. The system of claim 18, wherein the one or more
processing components and/or computer readable media is or
are configured to compare shape or amplitude of the acoustic
impulses with known weapon or firework characteristics,
such that classification of the impulses as a known weapon or
firework can be made.

34. The system of claim 18, wherein the one or more
processing components and/or computer readable media uti-
lize differences in arrival times between acoustic impulses to:

determine distance between the sensor and potential gun-

fire incidents; and

compare the arrival time information against expected

travel time across the room and discard potential inci-
dents corresponding to distances greater than the room
size.

35. The system of claim 18, wherein the one or more
processing components and/or computer readable media is or
are further configured to process data collected from outdoor
acoustic sensors disposed in areas adjacent to the series of
enclosed spaces, such that shooting incidents transitioning
between indoor areas and outdoor areas are detected.
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36. An indoor gunshot detection system comprising:

indoor sensors arranged to detect gunfire in a series of

enclosed spaces having significant acoustic reverbera-

tion;

wherein the sensors are constructed with microphones
designed to detect high amplitude impulses between
about 120 dB to about 160 dB from nearby gunfire;

one or more processing components and/or non-transi-
tory computer readable media configured to process
potential gunshot data utilizing knowledge of particu-
lar sensor positions and designed to:
analyze impulses received by the indoor sensors
determine if the received impulses are gunfire, and
pass alerts to at least one of local authorities, persons

at risk, or a central alert facility; and

at least one networking component constructed and

arranged to transmit communications between the
indoor acoustic sensors, the one or more processing
components and/or computer readable media, and com-
puting devices that receive the alerts;

wherein one or more of the sensors further include an IR

detector to measure an optical flash of gunfire;
wherein the one or more processing components and/or
computer readable media utilize differences in arrival
times between the IR and acoustic impulses to:
determine distance between the sensor and potential gun-
fire incidents; and
compare the arrival time information against expected
travel time across the room and discard the potential
incidents corresponding to distances greater than the
room size.

37. The system of claim 36, wherein a threshold on the
acoustic impulse magnitude is reached before an alert is
passed, in order to discard impulsive events too weak to be
gunfire.

38. The system of claim 36, wherein the one or more
processing components and/or computer readable media are
configured for processing an unknown impulse to determine
whether or not the unknown impulse has a characteristic
compatible with gunfire.

39. The system of claim 28, wherein the processing
involves one or more of decay times and/or shapes corre-
sponding to expected theoretical decay times and/or shapes
which depend on a known size and acoustic treatment of the
room.

40. The system of claim 28, wherein, when an entire decay
curve cannot be processed due to saturation of the signal, a
slope of the decay can be used instead of the decay time.

41. The system of claim 36, wherein the sensors include
cameras that capture picture or video data, and wherein one or
more pictures or videos, recorded by a camera starting at an
instant of concern triggered by an impulsive sound, are trans-
mitted to a central alert facility.

42. The system of claim 41, wherein the central alert facil-
ity performs additional processing.

43. The system of claim 36, wherein measured transit times
of impulses detected from the IR detectors and the micro-
phones are compared against expected transit times across the
room to confirm whether or not detected impulses match
actual gunfire behavior.

44. The system of claim 36, wherein the one or more
processing components and/or computer readable media is or
are configured to compare shape or amplitude of the acoustic
and IR impulses with known weapon or firework character-
istics, such that classification of the impulses as a known
weapon or firework can be made.
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45. The system of claim 36, wherein the one or more
processing components and/or computer readable media is or
are further configured to process data collected from outdoor
acoustic sensors disposed in areas adjacent to the series of
enclosed spaces, such that shooting incidents transitioning
between indoor areas and outdoor areas are detected.

46. The system of claim 36, wherein differences in arrival
times between the IR and acoustic impulses are compared
against expected travel time across the room. accept or reject
the impulse as a gunfire candidate.

47. The system of claim 36, wherein differences in arrival
times between the IR and acoustic impulses are used to:

determine distance between the sensor and potential gun-

fire incidents.

48. The system of claim 36, wherein differences in arrival
times between the IR and acoustic impulses are compared
against expected travel time across the room to discard poten-
tial incidents corresponding to distances greater than the
room size.
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49. The system of claim 36, wherein abruptness of onset of
the impulses is used to discard non gunshot events.

50. The system of claim 36, wherein the system is config-
ured to inspect the acoustic impulse for a decay time to match
decay times expected for volume and absorption of the room.

51. The system of claim 36, wherein the system is config-
ured to determine if an IR impulse waveform is compatible
with an expected shape for a weapon and, if so, process data
regarding potential confirmation to an accompanying acous-
tic impulse.

52. The system of claim 36, wherein the system is config-
ured to utilize a knowledge of sensor-to-impulse range to
determine an absolute strength of a potential weapon fire
incident and processing the absolute strength against a thresh-
old level to accept or reject the impulse as a gunfire candidate.



